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What type of separation/segregation is the government of Israel desiring between other 2.35 Appendix 1
N0IISNN NYRAN 'DNONA ,WATNY 73D ,[N1'N XWN7 NION" NN o : 6
customers/users of the provider’s cloud on their systems?
What type of separation is the government desiring between its systems and the cloud 235 Appendix 1
N0YI9NN NYPAN 'DNoN2 ,WATNY 73 ,|N1'N XWI7 NIoN' NN ) 7
provider?
Is it acceptable for the cloud provider to use the same processor/machine that is 2.35 Appendix 1
N0IISNN NYRAN 'DNONA ,WATNY 73D ,[N1'N XWN7 NION" NN S 8
provisioning to the government to use that same processor to manage the cloud?
Can the cloud provider's own network traffic run on the same network that customers are 235 Appendix 1
N0ISAN NYPAN 'DNOoNA ,WATNY 723 ,[N1'N KW NioN'Nin runing on? 9
In addition to laaS what other services (PaaS, SaaS) would be useful to GOI? For 224 Appendix 1
N0NI9NN NYPAN 'DNoNA ,WATNY 72D ,|N1'N XKW NIoN'Nn example database as a service? ERP? HCM? Etc' 10
- - > -
09NN NYPAN 'DNoN2 ,WATNY 73 ,|N1'N XWI7 NIoN'Nn What data can the cloud provider export outside of Israel? 234 Appendix 1 11
What type of separation/segregation is the government of Israel desiring between other 242 Appendix 1
N0IISNN NYRAN DNONA ,WATNY 73D ,[N1'N XWN7 NION" NN o : 12
customers/users of the provider’s cloud on their systems?
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What type of separation is the government desiring between its systems and the cloud 2.4.2 Appendix 1
0NISNN NYRAN 'DNONA WATNY 73D ,|N1'N XWN7 NIoN* NN provider? 13
Is it acceptable for the cloud provider to use the same processor/machine that is 2.4.2 Appendix 1
.N0YI9NN NYPAN 'DNoNA ,WATNY 73) ,|N1'N XWI7 NION' NN S 14
provisioning to the government to use that same processor to manage the cloud?
Can the cloud provider's own network traffic run on the same network that customers are 2.4.2 Appendix 1
0ISNN NYRAN DNONA ,WATNY 730 ,[N1'N XWN7 NION* NN runing on? 15
Could you simplify this defnition? Our understanding is that a region contains multiple " Domain/Zone/Availability — a defined location within a Professional
availability zones, and that each availability zone has discrete cooling resources, network specific area which includes at least one Data Center Specifications
connections and power supplies totally separated from any other zone. (different zones cannot share the same Data Center) from
NTAN7 NON*'NA DONYRY ,031'"7 NNIYNY .T10NN 'DNoN 'Y 'R which cloud services will be provided to the customers. 16
."Dnnn" 7w N1 TAN2 701V 019N DNX I'7X 9'YoN 17°RI "MITR" Each zone has cooling resources, network connection and
power supply, totally separate from any other zone, and is
connected to any other zone in the area via fast
connections".
Our assumption is that this requirement has been stipulated with a view to ensuring that PREREQUISITES FOR PARTICIPATING IN THE TENDER 4.1
the provider can offer you the high availability and durability that your operations demand.
29w nona 'X 7192 1.3.3 o1 Ak ' A .pTIva qwo non xa |Since there is not a direct correlation between physical distance between zones in a "At least one of the areas is located on US territory and
NOWA DPI'W AT'XN [V N 7907 WATH N2ITN 790N ,0Tpmn (rna |'€gion and availability/durability, we are concerned that the 25km stipulation will not includes at least three different zones that are situated at
7NINAY NINSY DMNAN 1Y 2175 YUK 281w N1 2w xmiomon | Provide the guarantee of availability/durability that you require. To ensure that you pre- least 25 kilometers (aerial line) from each other"
TI712 77N ANY TR 7Y M2 .n"p 25-n Anot X7 o ron  |dualify a supplier who s able to meet your needs in this area, can you ask suppliers to 17
AT AWATA TINYY 090N D215 N7 ,NUAISAN Nwan 27wa nipn |€ither confirm the 25km separation or provide a description of the methods they use to
achieve high availability/durability between zones in each of the specified regions?
Our assumption is that this requirement has been stipulated with a view to ensuring that PREREQUISITES FOR PARTICIPATING IN THE TENDER 4.1
the provider can offer you the high availability and durability that your operations demand.
Since there is not a direct correlation between physical distance between zones in a "At least one of the areas is located within the boundaries of
region and availability/durability, we are concerned that the 25km stipulation will not the European Union and includes at least three different
17 'on n7RWUY Navn non XA provide the guarantee of availability/durability that you require. To ensure that you pre- zones that are situated at least 25 kilometers (aerial line) 18
qualify a supplier who is able to meet your needs in this area, can you ask suppliers to from each other".
either confirm the 25km separation or provide a description of the methods they use to
achieve high availability/durability between zones in each of the specified regions?
Our assumption is that this requirement has been stipulated with a view to ensuring that PROOF OF MEETING THE PREREQUISITES 4.1
the provider can offer you the high availability and durability that your operations demand.
Since there is not a direct correlation between physical distance between zones in a "At least one of the regions is on US territory, and includes
region and availability/durability, we are concerned that the 25km stipulation will not at least 3 different zones located at a distance of at least 25
provide the guarantee of availability/durability that you require. To ensure that you pre- km aerial distance from each other. Please specify the
.17 'on n'7xw7 nyn non X1 qualify a supplier who is able to meet your needs in this area, can you ask suppliers to areas at this location and their distribution” 19
either confirm the 25km separation or provide a description of the methods they use to
achieve high availability/durability between zones in each of the specified regions?
We suggest that the government should ask suppliers to provide copies of the relevant PROOF OF MEETING THE PREREQUISITES 4.1
certificates. Would this be acceptable?
DJ2'7 NAIYA L [PNN NIYAT ATy awn' “[pna nTay" D anar The bidder meets all of the following standards:
20




To ascertain the suppliers' respective abilities to deliver services, a historic view of each Services 221
supplier's performance in the delivery of new services, details on the breadth and depth of
services available, and (as the question currently asks) the way in which new services are The level of services available by the provider in global
deployed may provide a more accurate picture of overall performance and enable you to | regions — please specify whether all the services offered by
NOIISNN NYPAN 'DNONA ,WNTNY 73, [NI'N KWI7 NION' NN combine this question with 2.2.2, which is closely aligned. Can you confirm this would be | the provider are available in all of the regions. If not, please 21
an acceptable approach? specify which services are not available and in which
regions. Specify the conditions for adding a certain service
to a specific region.
See above. Services 2.2.2
"The service provider is also obliged to add a new service
N0AIdNN NYRAN 'DNONA WATNY 73D ,[N1'N XWN7 NION* NN : . . o : } 22
to a certain region, after its launch, within a defined time
period. If so, please specify the conditions for adding a new
service including the time that it takes to do so".
Is this asking about a service that provides policy management for the authority? Services 2.2.3
"An ability to define a central policy for various topics (such
as information security, procurement policy, privacy, service
Nb) definitions and more), and the tools available for this 23
purpose, given that each unit holds separate account/s.
Also, please specify the ability to define central
recommendations and to enforce deviations in the central
policy".
A pre-requisite for qualification is that the supplier should be able to provide over 500 Services 224
services. Providing a detailed description of each of 500 services, and a detailed
description of over 3000 3rd party services may not immediately serve the needs of this "A detailed description of the list of services and products
X71,0'MN'WN NN NN N2 NAIDA D DAL DTIVA 9'Y0 NoI IXY : ] : - ) . : . ; L
PQ. Can we provide you, instead, with a summary description of the service categories offered in the platform, including a distinction between 24
.Y NITIR V'S : .
that both we and our partners deliver to? products and services that are manufactured and offered by
the provider and products belonging to 3rd parties and
partnerships".
We are able to provide information on Region/Zone configuration, but in common with Architecture 231
other businesses, we are not at liberty to disclose how we make commercial decisions
nnpn 7Tin 1227 NrFoyvn NIV7NNN N7 [9IX 227 NI'R MDA D Nl - ) . : ; s Lo
concerning expansion and development. Can you amend the requirement accordingly? The accepted model for establishing a region in a country,
NY2 NP 27Y71 NIT'ON N0MI97 ,NII0FUDIRY K7 N1 TN VIT'R 25
WTh TR TN the number of zones and data centers, the suggested
’ " distance between them etc. Please describe the provider's
accepted zone configuration".
Because models and requirements vary significantly around the world, are you able to Architecture 233
provide us with your country-specific requirements so that we can advise whether we
N0IISNN NYRAN 'DNONA ,WATNY 73D ,[N1'N XWN7 NION* NN / ) e . ) - ) )
meet them, and you can gain a more accurate picture of whether our capabilities match The accepted physical security in the various regions
N7 7KW (2NN TON (1AM 77N N1'R DD D N ,qom . : 26
your needs as a result? which the company operates globally. Please specify all the
.790n T 7y ainn 7TinY . . - 2
security cycles. In this regard, please specify the existing in
terms of recruitment and employee credibility".
Could you clarify whether this is a reference to patching customer-owned operating Information Security 2.4.5
ms or servi rovider man ms?
790N *T' 7y NI7NNNAN NIdIWNY NoN"'NNn N7RWUN systems or service provider managed systems N . L ) 27
Procedures and mechanisms for maintaining information
security updates (security patches)"
Could you please provide more details around this to ensure compatability with cloud Information Security 2.4.6
N0IISNN NYRAN 'DNONA ,WATNY 73D ,[N1'N XWND7 NION" NN )
services?
2V winm%? "MyoKNn Nynn 777 nion''nn 7907 ¥' T 2%7wa D o 28
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"Ability to use the government's PKI server to function with
all government users".




Our current status in these respects is evidenced by the certifications we hold and Information Security 2.4.18
standards to which we adhere. Will the government accept details/copies of these
, certifications as a response, rather than a description of the processes we implement to "Information security standards which the provider is
DNnon? 'R 7197 4.1.3 9'yo1 NINK? D127 NNIYN .DTIVA §'V0 NON IXY I L o ;
onn ensure our certifications are maintained and up to date? certified for. Please provide a current status portrayal of the 29
’ ' level and scope of the provider and infrastructure's ability to
meet these standards in other fields, including standards
that are undergoing authorization".
As per 2.4.18, audits which we are subject to/standards to which we adhere take account Information Security 2.4.19
of all aspects noted in the question. Can we provide you with a current certificate to
evidence this requirement? "Information regarding external auditing which the provider's
X7 infrastructure is undergoing, including identifying the 30
auditing body, type and scope of the control policy that is
taking place. (Fields, does the audit occur on all parts of the
infrastructure or only parts of it)".
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